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Securing and Monitoring Access to Office 365

WHY WILL OFFICE 365 BECOME AN ATTRACTIVE TARGET  
FOR HACKERS?

Let’s step back and take a look at some trends that may help 
explain why Office 365 is such an inviting target for hackers.

  User credentials provide ubiquitous access
One of the biggest threats to any organization is the theft of account 
credentials to access and steal sensitive data. A study conducted by 
Verizon in 2014 found that credential theft was the leading cause of 
data breaches1. Once the hacker gains access to someone’s account 
credentials, this is tantamount to getting the “keys to the kingdom,” 
especially if the former gets ahold of the admin credentials for the 
Office 365 portal. This portal is a critical website through which 
admins and partners purchase and manage Office 365 services and 
where users access and use Office 365 collaborative tools.

  Many access points, including mobile
Everywhere you look people are on their mobile devices. Whether 
from a browser or a native mobile app, employees are using these 
devices for work-related activity. Many of the Office 365 apps have 
their own iOS/Android mobile apps, where users can easily view their 
email, upload docs, and manage their day-to-day activities – right 
from their phones or tablets. These sessions often bypass existing 
network security infrastructure – such as perimeter firewalls – 
creating a blind spot for IT.

  Rapid adoption of Office 365
Even though Google got a headstart in cloud-based productivity 
suites with Google Apps, Microsoft has been quickly narrowing the 
gap with Office 365. According to The Radicati Group, cloudbased 
mailboxes powered by Microsoft Exchange Server technology 
currently represent 31% of global business cloud mailboxes2. And, 
according to Microsoft’s own website, one in four Microsoft enterprise 
customers has Office 3653, underscoring the marked trend towards 
cloud adoption.

  More apps moving to the cloud
Microsoft’s large installed base of on-premises Office applications 
include a large majority of global enterprise organizations. As these 
organizations move their Exchange, Lync, OneDrive, SharePoint, and 
Yammer apps to the cloud, they potentially become easier targets for 
hackers to infiltrate. Hackers usually follow where the data and the 
people are and, increasingly, this will be Office 365.

INTRODUCTION
Enterprises of all sizes are considering moving some or all of their 
business-critical applications, such as email, CRM, or collaboration, 
to the cloud for operational benefits and cost savings. One of 
the leading players enabling this trend, Microsoft Office 365, has 
experienced rapid growth as organizations move to the cloud. Whether 
it’s Exchange, Yammer, SharePoint, OneDrive, or another Microsoft 
application, customers are increasingly leveraging the benefits that 
cloud has to offer. 

For instance, Office 365 enables organizations to leverage all of their 
business-critical applications without having to hire a huge IT staff, 
deal with upgrades, and troubleshoot issues. Being hosted in the 
cloud, Office 365 customers are able to access the latest versions of 
Exchange, SharePoint, Lync, and several other applications. Workers 
can access these apps from anywhere in the world – including 
corporate owned or BYOD mobile devices – and store their content 
in the cloud as well. The net result is a much more efficient use of 
resources from both a provider and customer perspective. 

While Microsoft may provide the overarching infrastructure for 
Office 365, i.e., the host operating system and physical security of 
the facilities in which Office 365 operates, it’s up to the customer to 
secure everything else. For instance, customers are responsible for 
managing user access to its Office 365 instance and securing the data 
within different services. 

Administrators wield much power in that they have the ability to 
create and edit users’ permissions, change configuration settings, and 
extract or delete entire data sets. For example, they can change the 
configuration of production infrastructure without a complete audit 
trail of all their actions. Ultimately, additional security measures are 
needed since Office 365 on its own is not enough. 

New categories of Cloud Access Security products, such as Forcepoint 
CASB, enable organizations to fully realize the benefits of Office 365 
while ensuring that the appropriate security, access governance 
controls, and monitoring are in place for securing the Office 365 apps 
and the data stored within them.
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4. Detecting malicious behavior
Another challenge is insiders with malicious intent. These could be 
individuals who are authorized to access a particular app and likely 
use approved devices as well. The fact that they probably know the 
thresholds for alerts and notifications exacerbates the difficulties in 
predicting when a breach is going to happen. Ideally, to identify insiders 
with malicious intent, organizations need to understand what those 
insiders’ normal usage behaviors are when carrying out their job 
duties. Once a baseline is established, an organization will have a better 
foundation to identify when a specific behavior signals something out of 
the ordinary, which in turn may indicate a breach is imminent.

5. Enhancing existing MDM solutions  
Many organizations have deployed mobile device management (MDM) 
solutions to help them manage the proliferation of mobile devices that 
are becoming the norm in the workplace. However, MDM solutions 
do not address the problems of managing access to cloud apps and 
the misuse of stolen credentials. And, Office 365 doesn’t distinguish 
or enforce different policies for managed endpoints and BYOD 
endpoints. Thus, it’s critical to have a solution in place that can apply 
policies across all devices, including those that are managed by an 
organization’s MDM solution – and those that are not. 

6. Preventing inappropriate use of stolen credentials  
As outlined earlier, there are several popular methods hackers employ 
to steal admin or user credentials for Office 365. Here are a few of the 
most common ones: 

• Targeted social engineering – spear-phishing with password 
recovery scams 

• Network eavesdropping – listening on public WiFi networks 
• Malware – activity from non-typical endpoints accessing non-

typical data 
• Brute force – multiple unsuccessful logins within a short time 

period 
• Password sharing – e.g., a manager and assistant using the same 

account 

Similar to the insider’s scenario, if an organization had a baseline 
of what constitutes “normal” behavior for a user, including the 
devices he or she typically uses and from which locations, this helps 
identify anomalous behavior automatically in the future. At that 
point, multifactor authentication can be enforced to confirm that the 
individual attempting to log in is in fact an authorized user.

CHALLENGES OF SECURING ACCESS TO OFFICE 365

Even though Microsoft has invested in the “four pillars” (i.e., 
“Prevent Breach,” “Detect Breach,” “Respond to Breach,” and 
“Recover from Breach”)4 for Office 365 security, substantial 
challenges still remain when it comes to securing Office 365 apps 
from attempted account takeovers and other malicious acts.

1. Lack of visibility over users, administrators, and their actions
With so many ways to access cloud apps, it is very difficult to track 
and monitor user and admin activities. The proliferation of mobile 
devices and the availability of native apps for several of the Office 365 
apps means there are more potential endpoints to deal with. That 
means a higher probability of someone stealing the credentials of 
an authorized user and accessing documents that he or she is not 
authorized to access. What’s needed is a mechanism that provides 
real-time visibility into what’s going on at the admin and user levels. 
Which partners and contractors have access to documents in SharePoint 
and OneDrive? Do that have uploading and downloading rights? Who’s 
provisioning users for SharePoint access? Who changed the minimum 
password length? Is there an audit trail for admin activities on the 
Office 365 admin center? When one has a better understanding of the 
activities happening on the Office 365 admin center, you can set more 
effective policies based on what you know. 

2. Preventing uncontrolled data proliferation to unmanaged endpoints 
These days, employees are not just accessing apps from their 
corporate devices or desktops. They are also accessing them from a 
wide variety of mobile devices, including their personal devices (i.e., 
BYOD). To compound matters, some employees access Office 365 
through their browsers, while others may prefer accessing Office 365 
services through rich mobile apps or home PCs. At the end of the day, 
IT needs a way to manage Office 365 access consistently across all 
these different access points – with the flexibility to define different 
policies for corporate and personal devices. 

3. Controlling and monitoring activities in Office 365
Office 365 encompasses several applications (Exchange, Lync, 
SharePoint, OneDrive, etc.). Within these apps, scores of actions 
are possible (e.g., sharing, uploading, downloading, exporting, etc.). 
Controlling and monitoring all these different activities on Office 365 
can be quite confusing and they potentially create risk, especially in 
organizations that might have tens of thousands of employees. This 
highlights the importance of granular policy setting, especially for 
activity monitoring down to the document and action levels. If an admin 
could create policies based on specific actions or components available 
within Office 365, this would maximize visibility and control for IT staff. 

Securing and Monitoring Access to Office 365
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FORCEPOINT CASB FOR 
OFFICE 365
Forcepoint CASB for Office 365 
provides real-time controls 
to protect administrative and 
user accounts from hackers 
and malicious insiders 
trying to access sensitive 
data. Monitoring and policy 
enforcement capabilities 
include alerting on or blocking 
high-risk tasks or activities, 
preventing account takeovers, 
and auditing user activity in 
real-time.

CHALLENGE NATIVE OFFICE 365 OFFICE 365 + FORCEPOINT CASB

Access rights management for variety of 
endpoint devices, including BYOD

Not supported Automatically or manually enroll managed devices or block/limit 
access from unmanaged devices

Enhancement of MDM deployments Not supported Leverage the MDM system to set endpoint-based access policies for 
Office 365 applications 

Restrictions on specific actions and 
components

Limited ability to set policies 
at granular level

Ability to monitor and enforce policies that control uploads, 
downloads, and shares by user, location, department, device, and 
more

Detection of malicious insiders Not supported Utilize automatic anomaly detection and apply risk-based, multi-factor 
authentication (MFA)

Prevention of account takeovers Not supported Utilize automatic anomaly detection and MFA

User access control with action-level MFA Can enable MFA on user 
login only

Can be enforced for each action or API call – by endpoint type or 
location or automated in response to policy violations

Enforcement of separation of duties Office 365 admins can 
disable or tamper with 
Office 365 logs

Office 365 admins don’t have access or the ability to change Forcepoint 
CASB audit trails. These audit trails can be used for internal and 
external compliance auditing processes.

Alert delivery time/ notification Logs are reported within 15 
minutes of the API call

Immediate blocking, alerting or notification in real time

Forcepoint CASB works seamlessly with Office 365 to give you visibility and control over all usage, and to proactively 
respond to suspicious and anomalous activity that could indicate a threat to your organization and confidential data.

Email

File Sharing

Social Apps

Business 
Productivity

SERVICE EXAMPLE OF RISK

Exchange “Was it a hacker or malicious insider who obtained valid credentials to the CFO’s email account, taking over the 
account and disclosing confidential information to the public?”

Lync “Who communicated sensitive pricing info via Lync/Skype to that reseller in China?”

SharePoint “Who downloaded an HR file containing social security numbers to an unknown device?”

OneDrive “Which users have weak passwords? Which terminated employees are uploading content to Box and Dropbox?

Yammer “Which partner has full rights to the corporate Yammer account, instead of read-only access?”

Dynamics CRM “Does the contractor, Doug, have access to our customer account information?”

Administrator Portal “What admin changes were made in the last 30 days? Do we have a record of them?”
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Auto-discover DNS settings
Autodiscover for Exchange is a service that allows a mail client 
to automatically connect to an Exchange Server based on a given 
email address. The email client will access a specific URL, which 
will direct it to the mail server address. This can be applied to the 
initial connection or to later updates and depends on the client setup. 
Changing the DNS of this URL will make all email clients
go through Forcepoint CASB instead of directly accessing Office 365.

DEPLOYMENT OPTIONS 
Forcepoint CASB can be deployed in one of several different ways for 
securing Office 365 access and data. How it’s deployed dictates what 
types of features are available.

ADFS integration
Active Directory Federation Services (ADFS) is used in many 
deployments as the authentication point for Office 365 users. ADFS 
can be configured to direct all connections after authentication to the 
relevant application server. Forcepoint CASB leverages this capability 
to force all users through its gateway without them needing to change 
any of their browsing habits (i.e., users can go straight to the original 
URL of the service).

Recommended deployment
Forcepoint CASB recommends the following deployment for Office 365 environments:

• ADFS integration to support all web browser-based services for both corporate and non-corporate devices

• Mobile profiles to support Office 365 mobile applications

• Desktop agents to support Office 365 desktop applications

DEPLOYMENT METHOD EMAIL CLIENTS 
(DESKTOP/MOBILE)

WEB BROWSER  
BASED SERVICES

OFFICE 365  
MOBILE APPS

OFFICE 365  
DESKTOP APPS

Autodiscover DNS settings Yes n/a n/a n/a

ADFS Integrations No Yes No No

iOS profile/Android app Yes Yes Yes n/a

Endpoint client Yes Yes n/a Yes

PAC Configuration Yes Yes n/a Yes

SWG Integrations Yes Yes n/a Yes
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KEY FEATURES
Forcepoint CASB delivers a complete picture of your Office 365 
risk posture, along with the operational intelligence you need to 
protect your data. For instance, through a combination of analyzing 
Office 365’s APIs and your users’ data, and comparing these against 
information from your organizational directory, Forcepoint CASB helps 
you gain insights into the following questions:

 Which ex-employees still have access to our Office 365 apps?

 Do our Office 365 security settings meet PCI DSS, HIPAA, ISO, NIST, 
or other standards?

 How do our app configurations compare against Cloud Security 
Alliance best practices?

 Which users have weak passwords for their Office 365 accounts?

 Which contractors, partners, or external users have access to our 
cloud data?

 How many dormant (inactive) accounts do I have for each cloud app?

 How much money are we wasting on these inactive licenses?

 What specific configuration changes should I make to be more 
secure and compliant?

Additionally, Forcepoint CASB automatically detects and blocks 
threats to Office 365 applications and enforces policies to mitigate 
that risk. For instance, Forcepoint CASB enforces separation of 
administrative duties to ensure that no one individual has access to 
both change management controls and auditing and strengthens 
accountability from a compliance standpoint. 

It employs one of several methods to guard against account takeovers 
and the misuse of stolen credentials, such as Dynamic User and 
Device FingerprintingTM technology that quickly establishes detailed 
behavioral profiles based on the normal usage patterns of individuals, 
departments, or devices. Any access that fails a fingerprint test 
can be configured to immediately alert, block, or require two-factor 
authentication in real time. 

Granular activity monitoring and policy enforcement
Forcepoint CASB’s deep capabilities for ensuring the security of Office 
365 activities and data is predicated on its comprehensive mapping 
of the different data objects and actions available within Office 365. 
By mapping all these objects and actions, Forcepoint CASB enables 
organizations to set very flexible and granular policies tailored to their 
security and compliance requirements. 

The following are examples of some of the actions and data objects 
mapped by Forcepoint CASB:

APPLICATION ACTION(S) DATA OBJECTS

Outlook Create, delete, modify, view, upload, download Mail, attachments, shared folders, folder permissions

OneDrive Download, upload, modify, delete, view, create File, folder, page

SharePoint Download, upload, modify, delete, view, create File, folder, page

SharePoint Admin Center View, create, delete Site collections 
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CONTACT
www.forcepoint.com/contact

GET STARTED WITH FORCEPOINT CASB
Start today by requesting a demonstration or free trial of  
Forcepoint CASB.

ABOUT FORCEPOINT CASB CLOUD GATEWAY
Forcepoint CASB Cloud Gateway is a cloud-based security service 
that provides visibility and control over sanctioned and unsanctioned 
cloud apps. With Forcepoint CASB, organizations can discover SaaS 
applications and assess related risks, enforce controls to protect 
cloud accounts and data, and help ensure cloud activities comply with 
regulations and best practices.

CUSTOMER SUCCESS STORY – LONDON-BASED BANK
Challenge
A fast growing, UK-based Bank needed to enable its 1,400 employees 
across the UK to communicate and collaborate effectively. Specific 
challenges revolved around its deployment of the Office 365 suite:

• Lack of endpoint access control, including control for BYOD
• Monitoring actions of admins and users across Exchange, 

Yammer, SharePoint, OneDrive, Dynamics CRM, and the 
Administrator Portal

• Detecting malicious behavior and use of stolen credentials

The Bank also managed its 500 corporate Windows and Apple mobile 
phones with AirWatch Mobile Device Management (MDM). The Bank 
wanted to improve employee productivity by enabling off-network 
access to Office 365 and Yammer, but even with MDM in place, felt 
that the move was too risky.

Solution
The Bank chose the Forcepoint CASB solution to provide visibility 
into cloud application usage, including what data has been accessed, 
when, and by whom. It also utilizes the security and protection 
features of Forcepoint CASB to detect behavioral anomalies with app 
usage and to alert or block suspicious events in real time. Finally, the 
Bank can create and enforce custom policies for any user from any 
endpoint, as needed.

Results
Ultimately, the Bank was able to meet all of its security and 
compliance requirements for securing Office 365 through Forcepoint 
CASB with the following results:

• Global enforcement of access controls
• Consistent, detailed, and clear visibility into all cloud app activity
• PCI DSS compliance for cloud access outside of the organization
• Rapid and simple deployment in the cloud
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